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1
Decision/action requested

It is requested to approve the key issue on security policy differentiation inthe scenario of disaggregated gNB.
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Rationale
In the scenario of CU-CP/UP split, different CU-UPs may be managed by the operator or the third party. These authorities may deploy different security policies for traffic requirements for CU-UPs. It shall be possible for different gNB-CU-UPs to use different algorithms for user plane protection. This contribution introduces a key issue focussing on security algorithms differentiation in the scenario of disaggregated gNB.
4
Detailed proposal
*** START of CHANGE***
X.X
Key Issue #X: Security policy differentiation
X.X.1 Issue details
In current TS 33.501, different CU-UPs within one logical gNB use the same algorithms to protect user plane traffic. While in Rel-16, a UE may connect to multiple gNB-CU-UPs which are managed by different authorities. There will be different security policies for these authorities, such as for different Qos flows, e.g., gNB-CU-UP1 controlled by State Grid with higer security level than gNB-CU-UP2 managed by the operator. That is, for gNB-CU-UP1, the industry user need higher level security requirement and policy than that managed by the operator. 
X.X.2 Security Threats
Normal security requirements cannot meet the higher-level security requirements of some vertical industry user. If all the CU-UPs use same algorithms for user plane protection, tampering at one gNB-CU-UP will compromise other gNB-CU-UPs. 
X.X.3 Potential security requirements
It shall be possible for different gNB-CU-UPs to be configured with different security policies for user plane protection.
*** END of CHANGE ***
